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• Research Question: What are the implications of 
“cyber” for battle? 
• Our research seeks to explore the effects of the the 
cyber domain on the modern battlefield, and what 
those effects imply for land warfare. 
• To do this required answering multiple questions: 
What is cyber?  What are its battlefield effects? How 
dependent are modern militaries on cyberspace?
• Argument: Technologically advanced modern 
militaries are reliant upon cyberspace for the proper 
function of their forces.  Cyberspace operations can be 
used to attack, defend, or sustain many technological 
capabilities.  As a result of the presence of this new 
domain, warfighting doctrine requires reassessment. 
Bits and Bullets: 
Cyber Warfare in Military Operations
• We created a framework for 
visualizing how cyberspace 
operations could impact the 
battlefield.  
• The framework is built on the 
idea that modern advanced 
militaries are products of the 
Information Revolution.  Their 
high technology systems use 
computers and networking to 
create significant battlefield 
effects
• This framework was instrumental 
in designing our thought 
experiment, as it informed the 
types of cyberspace operations we 
envisioned.
The “So What” Next Steps
• How do we best integrate cyberspace operations into current tactical 
and operational constructs?
• How do we educate the rest of the operational force to understand 
“cyber” enough to facilitate integration with maneuver forces?
• Do military Human Intelligence organizational constructs provide 
valuable parallels for integrating cyberspace operations into operational 
staffs?
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Research design
• The cloak of secrecy surrounding cyberspace 
operations increases the difficulty in analyzing 
their effects on the battlefield. Due to a near-void 
of historical case studies available for analysis, we 
attempt to address the gap by taking a heuristic 
approach. 
• We conducted a thought experiment designed 
around a hypothetical scenario of conflict with 
North Korea to envision how cyberspace 
operations could be used in battle now.
• The experiment was split into two parts to 
evaluate cyberspace operations in two different 
contexts. The first part revolved around 
clandestine special operations into North Korea in 
preparation for high intensity conflict. The second 
part focused on high intensity conflict on the 
peninsula. 
• We have three suggestions for what “cyber” implies for land 
warfare. 
• First, synchronization should replace mass as a principle of war.
• Second, the ability to recover is a critical requirement for 
maintaining cyberspace superiority.
• Third, operations officers need a better understanding of 
cyberspace operations in order to correctly integrate them into 
joint planning and execution. 
